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Archives & Records Center Information System (ARCIS)

[This PIA should be completed in accordance with the NARA 1609. The following questions are intended to define the
scope of the information in the information technology, specifically the nature of the information and the sources from
which it is obtained. The responses should be written in plain language and should be as comprehensive as necessary to
describe the information technology.]

Section 1: Executive Summary

Provide a high-level overview of the information technology (e.g., application, tool, automated
process) in non-technical terms that describes the information technology, its purpose, how the
information technology operates to achieve that purpose, the general types of information
involved, how information may be used and shared, and why a Privacy Impact Assessment was
conducted. (Note: This section is an overview; the questions below elicit more detail.)

Purpose of this System/Application:

The Archives and Records Center Information System (ARCIS) is the primary employee facing IT
system used by NARA's Federal Records Centers Program (FRCP) and The National Military and
Civilian Personnel Records Centers (MPR and CPR, respectively), for purposes of managing:

*Physical agency customer holdings

* Agency supplied descriptive data regarding those holdings

*Registry/record index management for military and civilian employee records
*Physical transactions (reference requests, refiles, disposal, etc.)

*Transactional level billing capture (billing is performed via external application)
*Employee productivity

In addition, there is a web-based ARCIS Customer Portal (customer facing) that allows authorized
agency customers to:

*Create new records transfers

*Submit data for retiring inpatient and outpatient military medical records
*Place reference requests

* Adjudicate disposal notices

*Manage agency user profiles

A Privacy Impact Assessment is necessary because the data supplied by our agency customers stored
on ARCIS data tables contains Personally Identifiable Information. However, ARCIS does not collect
information about Federal Records Centers employees or Federal agency customer users other than
logon information and user actions performed within the system.
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Section 2: Purpose and Use of the Information Technology

2.1  Explain in more detail than above the purpose of the information technology, why the
information is being collected, maintained, or disseminated, and how the information will
help achieve the Component’s purpose, for example, for criminal or civil law enforcement
purposes, intelligence activities, and administrative matters, to conduct analyses to identify
previously unknown areas of concern or patterns.

One of ARCIS's primary business functions is to serve as the Records Holdings Management system for a series of data
sets collectively known as the NPRC Registries used at the National Personnel Records Center (both at the Military
Personnel Records facility in St. Louis, MO and the Civilian Personnel Records facility in Valmeyer, IL). It is also used
for a similar dataset known as the BOYERS Registry at the Dayton, Ohio FRC. These registries are self indexing
file/folder level tracking directories which are used to manage military and civilian personnel records and medical records
at NPRC as well as Federal employee death records at Dayton FRC. The registry files utilize a number of different PII
data fields in order to identify the subject of records of the physical holdings associated with the registries. These PII fields
can include Name, SSN, Date of Birth, and Date of Death (the number of PII fields varies by registry, see section 3.1).

ARCIS is used to create, maintain, and administer the registry systems for the aforementioned record collections. It also
includes modules that allow for the querying of registry information and the generation of Finding Aid Reports (FARS).
The Registry Systems contained in ARCIS are vital to maintaining intellectual control over the military and civilian
records held at NPRC and Dayton FRC. ARCIS also maintains a data bridge with the NPRC's Case Management
Reporting System (CMRS) that provides a reference copy of the NPRC registries to that application for use in answering
over 1.1 million reference requests for military and civilian records each year.

In addition to the registries, ARCIS may also contain PII within General Reference Requests and within attachment files
for Record Transfers. Agencies must provide some uniquely identifiable information about any record requested from the
FRC:s so that the proper records can be located. Each Agency identifies their records according to their own indexing
schemes. ARCIS and NARA do not dictate, evaluate, or monitor what information Agencies use as folder identifiers, but
are aware that the possibility exists of PII being entered into a general reference request or transfer attachment. While this
data is uncommon and is instance based, it is still treated as containing PII.

2.2 Indicate the legal authorities, policies, or agreements that authorize collection of the
information. (Check all that apply and include citations/references.)

Authority Citation/Reference
44 USC 2108, 2110, and 2907

U] statute

Executive Order

Federal Regulation

Agreement, memorandum of
understanding, or other documented
arrangement

Other (summarize and provide copy of
relevant portion)
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Section 3: Information in the Information Technology

3.1 Indicate below what types of information that may be personally identifiable in Column (1) will
Joreseeably be collected, handled, disseminated, stored and/or accessed by this information
technology, regardless of the source of the information, whether the types of information are
specifically requested to be collected, and whether particular fields are provided to organize or
facilitate the information collection. Please check all that apply in Column (2), and indicate to
whom the information relates in Column (3). Note: This list is provided for convenience; it is
not exhaustive. Please add to “Other” any other types of information.

(3) The
information
relates to:
2) A. NARA
Information is Employees,
collected, Contractors,
processed, and
disseminated, Detailees;
(1) General Categories of Information that stored and/or B. External
. . (4) Comments
May Be Personally Identifiable accessed by this users or
information Individuals
technology Outside of
(please check NARA (such
each applicable as other
row) Federal
agencies);
C. Members of
the public
Example: Personal email address v Band C Website will collect email addresses of
individuals outside NARA
Name NARA employees, External Agency users, former civilian employees,
@ A: Ba and C and members of the armed forces and their dependents (common)
Date of birth or age DOB collected in various NPRC Registries and Boyers Registry
C . )
regarding subject of records (Common)
Place of birth |:|
Gender |:|
Race, ethnicity or citizenship |:|
Religion |:|
Social Security Number (full, last 4 Full SSN are included in all NPRC Registries and Boyers Registry. SSN can also be
digits or Otherwise truncated) @ C found in some General Reference Requests regarding the subject of record (Common)
Tax Identification Number (TIN) C TIN may be included in general reference requests or transfer
attachments in regards to subject of records (uncommon)
Driver’s license |:|
Alien registration number @ C AR Numbers may be included in general reference requests in
regards to subject of records (uncommon)
P assport number C Passport number may be included in general reference requests in
regards to subject of records (uncommon)
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(3) The
information
relates to:
13} A. NARA
Information is Employees,
collected, Contractors,
processed, and
disseminated, Detailees;
(1) General Categories of Information that stored and/or B. External (4) Comments
May Be Personally Identifiable accessed by this users or
information Individuals
technology Outside of
(please check NARA (such
each applicable as other
row) Federal
agencies);
C. Members of
the public
Mother’s maiden name |:|
Vehicle identifiers
Personal malllng address Federal agency and Public requesters may include personal address within general
|:| B and C reference requests (While not common, may contain individual instances)
Personal email address Federal agency and Public requesters may include personal email address within
B and C general reference requests (While not common, may contain individual instances)
Personal phOne number Federal agency and Public requesters may include personal phone number(s) within
B and C general reference requests (While not common, may contain individual instances)
Medical records number MR numbers may be included in general reference requests in regards
C and transfer attachments in regard to subject of records (uncommon)
Medical notes or other medical or
health information |:|
Financial account information |:|
Applicant information |:|
Education records |:|
Mlhtary status or other information C Branch of Service, patient category, and other military information
contained within NPRC Registries for subject or records (Common)
}Employn.lent status, history, or similar B Employment information for all Federal and USPS employees
information contained in NPRC CPR Registry (Common)
Employment performance ratings or
other performance information, e.g., @ A Cont?ins productiorf information oAn employee work functions. This
. data is used for performance appraisals and awards programs (Common)|
performance improvement plan
Certificates
Legal documents
Device identifiers, e.g., mobile devices |:|
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(3) The
information
relates to:

) A. NARA
Information is Employees,
collected, Contractors,
processed, and
disseminated, Detailees;
(1) General Categories of Information that stored and/or B. External (4) Comments
May Be Personally Identifiable accessed by this users or
information Individuals
technology Outside of
(please check NARA (such
each applicable as other
row) Federal
agencies);
C. Members of
the public
Web uniform resource locator(s) |:|
Foreign activities |:|
Criminal records information, e.g.,
criminal history, arrests, criminal |:|
charges
Juvenile criminal records information |:|
Whistleblower, e.g., tip, complaint or
referral |:|
Procurement/contracting records |:|
Proprietary or business information |:|
Location information, including
continuous or intermittent location |:|
tracking capabilities
Biometric data:
- Photographs or photographic
identifiers |:|
- Video containing biometric data |:|
- Fingerprints |:|
- Palm prints |:|
- Iris image |:|
- Dental profile |:|
- Voice recording/signatures |:|
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(3) The
information
relates to:
?2) A. NARA
Information is Employees,
collected, Contractors,
processed, and
disseminated, Detailees;
(1) General Categories of Information that stored and/or B. External (4) Comments
May Be Personally Identifiable accessed by this users or
information Individuals
technology Outside of
(please check NARA (such
each applicable as other
row) Federal
agencies);
C. Members of
the public
Scars, marks, tattoos |:|
Vascular scan, e.g., palm or finger
vein biometric data
DNA profiles |:|
Other (specify) |:|
System admin/audit data:
User ID ARCIS User IDs and Passwords for employee and external federal
A and B
customer users (Common)
User passwordS/cOdes ARCIS User IDs and Passwords for employee and external federal|
A and B
customer users (Common)
IP address I:l
Date/time of access :
@ Aand B ARCIS tracks login/usage of system by users (Common)
Queries run |:|
Content of files accessed/reviewed ARCIS contains audit trails for changes made by users to records
A and B o
within system (Common)
Contents of files A ARCIS contains audit trails for changes made by users to records
within system (Common)
Other (please list the type of info and
describe as completely as possible): |:|
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3.2 Indicate below the source(s) of the information. (Check all that apply.)

Directly from the individual to whom the information pertains:

In person Hard copy: mail/fax Online
Phone Email

Other ( spec ify): Data entered/scanned from paper federal records or ingested from legacy federal agency data systems

Other NARA records/sources (list systems):

CMRS (automated data bridge for ARCIS/NPRC Registries)
CMRS (manual upload of Find Rate and Quality Assurance data from CMRS to ARCIS/CHARTS)

Other government sources of information (list agency and source):
USPS Locator files (Manual Upload of data for CPR Registry)

HUD TransAccess (Automated data bridge for reference requests and creation of assets for specific records tranfers)
USCIS A-Files (Manual Upload of file to create reference requests)

Office of the Special Trustee for American Indians (Automated data bridge for reference requests)

DoD CHCS (Manual Upload of data for MRS Registry)

Non-government sources, check any that apply:

Members of the public Public media, Internet Private sector

Commercial data brokers D

Other (specify): N/A
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Section 4: Information Sharing

4.1 Indicate with whom the information will be shared and how that will occur, such as on
a case-by-case basis by manual secure electronic transmission, external user
authorized accounts (i.e., direct log-in access), interconnected systems, or electronic
bulk transfer. (Check all that apply).
How information will be shared
Explain specifics of the sharing,
" .. Direct | as well as how these disclosures
Recipient Individual Whole . . .
log-in | will support and are compatible
users office/agency .
access with the purposes of the
collection.
Wlthln the O_fﬁce that collected FRCP Employees access data within NPRC
the information [] L] Registries, General Reference Module and
SF135 attachments
With other offices within NARA STL Archives and Preservation employees
[ [] have access to NPRC Registries. Archives
access to transfers
With other agencies (hSt agenmes): External Federal FRCP Customers can
ExternaIAgencyFRCP 0 [ access General Reference Requests and
Customers SF135 attachments
Public
Other (specify): Registry data to CMRS&OPM;Billing data
CMRS: Registry to OPM: Billing D D to RCPBS; Transfer data to HMS;Status data
b b

to RCPBS; HMS; HUD TA

to HUD TA

4.2

For non-archival information, if the information will be released to the public explain

how the information will be de-identified, aggregated, or otherwise privacy protected.
This question does not apply to archival information stored in a system that will
undergo standard archival screening and processing in accordance with NARA 1601.

N/A
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Section 5: Notice, Consent, Access, and Amendment

5.1 What, if any, kind of notice will be provided to individuals informing them about the
collection, use, sharing or other processing of their PII, e.g., a Federal Register System
of Records Notice (SORN), providing generalized notice to the public, a Privacy Act §
552a(e)(3) notice for individuals, or both? Will any other notices be provided? If no
notice is provided, please explain why.

Data in the system is used to accumulate performance data on FRCP employees and to assist FRCP
managers in completing performance ratings on employees. Data collected for this purpose will be kept
among the records in NARA 22, Employee Related Files and NARA 35 Case Management and Reporting

System (CMRS).

5.2 What, if any, opportunities will there be for individuals to voluntarily participate in the
collection, use or dissemination of information in the system, for example, to consent to
collection or specific uses of their information? If no opportunities, please explain why.

The system does not collect information about individuals accessing the system beyond login ID and audits of actions

performed within the system. FRCP, NPRC, and vendor personnel accessing the system will have already been presented with
NARA's approved System Use Notification banner which users will have to acknowledge prior to access.

All users are Federal government employees or contractors. The data that is collected is a required condition in order to be
granted access to the application.

Information collected from veterans or civilian employees which is stored in the system was collected pursuant to the Privacy
Act. At the point of collection, individuals are provided with a notice regarding their rights under the Privacy Act.

5.3 What, if any, procedures exist to allow individuals to gain access to information in the
system pertaining to them, request amendment or correction of said information, and
receive notification of these procedures (e.g., Freedom of Information Act or Privacy
Act procedures)? If no procedures exist, please explain why.

N/A
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Section 6: Maintenance of Privacy and Security Controls

6.1 NARA uses administrative, technical, and physical controls to protect information.
Indicate the controls below. (Check all that apply).

The information is secured in accordance with Federal Information Security
Modernization Act (FISMA) requirements, including development of written security
and privacy risk assessments pursuant to National Institute of Standards and
Technology (NIST) guidelines, the development and implementation of privacy controls
and an assessment of the efficacy of applicable privacy controls. Provide date of most
recent Authority to Operate (ATO): 7132009

If an ATO has not been completed, but is underway, provide status or expected
@ completion date:

Unless such information is sensitive and release of the information could pose risks to the
component, summarize any outstanding Plan Of Action And Milestones

(POA&M) for any privacy controls resulting from the ATO process or risk assessment
and provide a link to the applicable POA&M documentation:

ARCIS will be reauthorized during FY 21. A POA&M is on file with the ISSO.

This system is not subject to the ATO processes and/or it is unclear whether NIST
|:| privacy controls have been implemented and assessed. Please explain:

Monitoring, testing, or evaluation has been undertaken to safeguard the information
and prevent its misuse. Specify:
@ Enterprise antivirus software and endpoint protection deployed to ARCIS (cont. on last page)

Auditing procedures are in place to ensure compliance with security and privacy
standards. Explain how often system logs are reviewed or auditing procedures
@ conducted:

Log Correlation Engine(LCE) has been deployed in ARCIS and audit logs are reviewed on a weekly basis

Contractors that have access to the system are subject to information security, privacy
|:| and other provisions in their contract binding them under the Privacy Act, other
applicable laws, and as required by NARA policy.

Indicate whether there is additional training specific to this system, and if so, please
@ describe:

ARCIS Internal users receive annual IT security and Privacy awareness training. Cont on last page.
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6.2  Explain key privacy and security administrative, technical, or physical controls that are
designed to minimize privacy risks. For example, how are access controls being utilized
to reduce the risk of unauthorized access and disclosure, what types of controls will
protect PII in transmission, and how will regular auditing of role-based access be used
to detect possible unauthorized access?

The Siebel COTS software being used to develop ARCIS has extensive security controls built into the
core functionality of the system. Furthermore, the ARCIS SSP identifies the implementation of security
controls appropriate for the Moderate baseline based on the NIST 800-53 Rev 4. Only authorized system
administrators and application administrators will have the authority to perform system monitoring. These
individuals will have the appropriate clearances before monitoring authority is granted (cont. on last page).

6.3  Indicate how long the information will be retained to accomplish the intended purpose,
and how it will be disposed of at the end of the retention period. (Reference the
applicable retention schedule approved by NARA.)

ARCIS records are currently unscheduled or are covered by outdated authorities. As such, the records
cannot be destroyed. The ARCIS Project Team is working with the NARA Corporate Records

Management staff (CM) to propose a comprehensive, and implementable, records disposition schedule for
ARCIS records. Once approved, this PIA will be updated.
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Section 7: Privacy Act

7.1  Indicate whether information related to U.S. citizens or aliens lawfully admitted for
permanent residence will be retrieved by a personal identifier (i.e., indicate whether
information maintained by this information technology will qualify as “Records”
maintained in a “System Of Records,” as defined in the Privacy Act of 1974, as amended).

No. 0 Yes.

7.2 Please cite and provide a link (if possible) to existing SORN(s) that cover the records, and/or
explain if a new SORN is being published:

Data in the system is used to accumulate performance data on FRCP employees and to assist FRCP
managers in complete performance ratings on employees. Data collected for this purpose will be kept
among the records in NARA 22, Employee Related Files and in NARA 35 Case Management and
Reporting System (CMRS).
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Section 8: Privacy Risks and Mitigation

When considering the proposed use of the information, its purpose, and the benefit to NARA of
the collection and use of this information, what privacy risks are associated with the collection,
use, access, dissemination, and maintenance of the information and how are those risks being
mitigated?

Note: When answering this question, please specifically address privacy risks and mitigation
measures in light of, among other things, the following:

e Specific information being collected and data minimization strategies, including decisions
made to collect fewer data types and/or minimizing the length of time the information will
be retained (in accordance with applicable record retention schedules),

Sources of the information,

Specific uses or sharing,

Privacy notices to individuals, and

Decisions concerning security and privacy administrative, technical and physical controls
over the information.

An initial security assessment was conducted by NARA's independent assessors. A Security
Assessment Package was prepared by the independent assessor that included a Security Assessment
Report (SAR), SSP, RAR, POA&M, and Certifier's Recommendation. An ongoing ATO was granted for
the system by the appropriate authorizing officials on 7/13/2009. An annual assessment of select security
and privacy controls is conducted by NARA's independent assessors. The SAR, RAR, and POA&M are
updated accordingly based on the results of the annual assessment. In addition to the annual assessment of
security and privacy controls implemented on the system, the NARA IT Security Management Division
(IS) and the Operations and Infrastructure Branch (I0O) have installed and monitors NARA's continuous
monitoring tools deployed on the system. These tools are used to scan the system for vulnerabilities and
configuration compliance and monitor for malicious activity.

A reauthorization of the system is ongoing and will be completed in FY 21. The SAR, RAR and POA&M
have been updated.
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Use this page for additional comments; specify which Section or page for which this is a continuation

Section 6.1 Monitoring, testing, or evaluation has been undertaken to safeguard the information and prevent its misuse. Specify:
Enterprise antivirus software and endpoint protection deployed to ARCIS components and monitored. Also, users (both NARA
and other Federal agency personnel) must log into ARCIS with unique user id and password. Since personal identifying
information of requesters is input into the system, it provides the capability to identify and locate individuals who request access
to OMPFs and related records on veterans. The system also includes information about veterans as well. The work processes of
NPRC and the employees of other agencies can be monitored within ARCIS. The audit logs are reviewed on a weekly basis.

Section 6.1 Indicate whether there is additional training specific to this system, and if so, please describe:
ARCIS Internal users receive annual IT security and Privacy awareness training. In addition, ARCIS internal users receive
specific training on various ARCIS modules and User Guides are made available for all users.

Section 6.2:

The Siebel COTS software being used to develop ARCIS has extensive security controls built into the core functionality of the
system. Furthermore, the ARCIS SSP identifies the implementation of security controls appropriate for the Moderate baseline
based on the NIST 800-53 Rev 4. Only authorized system administrators and application administrators will have the authority
to perform system monitoring. These individuals will have the appropriate clearances before monitoring authority is granted.
Standard NARA procedures will be used prior to granting anyone access to ARCIS. User access is initiated by the completion
of an access request form by the user. That form is reviewed and approved by the user's supervisor and then routed to the
ARCIS Help Desk to facilitate a user's access to the system. Annually, all user accounts will be reviewed for accuracy and
updated as appropriate. These procedures will be documented in the ARCIS User and Operations Manuals.

Due to the volume of external users that make use of the ARCIS Customer Portal to manage assets and due to the difficulties

inherent in trying to maintain and accurate roster of those external users and their access rights, ARCIS is transitioning away

from the old policy (see paragraph above), to a policy where each Agency is responsible for creating and managing their own
users.

In this new policy each Agency has a Super Administrator, Administrators, and Users.

a. Super Administrators: Each Federal agency that uses the ARCIS Customer Portal must designate at least one ARCIS Super
Administrator (SA). Each SA is responsible for determining and managing all of the Customer Portal users for their agency.
The SA is also allowed to create special users known as Administrators.

b. Administrators: Administrators are responsible for creating ARCIS Customer Portal Users and assigning rights to those users.
In some special cases, as determined by the SA, an Administrator may be able to create other Administrators and give them
rights that they possess in their profiles.

Users: Users can only access those Agency's records stored in ARCIS according to the rights granted by their Administrators.
Users can only create transactions for the management of the Agency's assets, according to the rights granted by their
Administrators

Characters remaining: 2599
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	Section_3_1_column_4: 
	0: NARA employees, External Agency users, former civilian employees, and members of  the armed forces and their dependents (common) 
	1: DOB collected in various NPRC Registries and Boyers Registry regarding subject of records (Common)
	2: 
	3: 
	4: 
	5: 
	6: Full SSNs are included in all NPRC Registries and Boyers Registry.  SSN can also be found in some General Reference Requests regarding the subject of record (Common)
	7: TIN may be included in general reference requests or transfer attachments in regards to subject of records (uncommon)
	8: 
	9: AR Numbers may be included in general reference requests in regards to subject of records (uncommon)
	10: Passport number may be included in general reference requests in regards to subject of records (uncommon)
	11: 
	1: 
	2: Federal agency and Public requesters may include personal address within general reference requests (While not common, may contain individual instances)
	3: Federal agency and Public requesters may include personal email address within general reference requests (While not common, may contain individual instances)
	4: Federal agency and Public requesters may include personal phone number(s) within general reference requests (While not common, may contain individual instances)
	5: MR numbers may be included in general reference requests in regards and transfer attachments in regard to subject of records (uncommon)
	6: 
	7: 
	8: 
	9: 
	10: Branch of Service, patient category, and other military information contained within NPRC Registries for subject or records (Common)
	11: Employment information for all Federal and USPS employees contained in NPRC CPR Registry (Common)
	12: Contains production information on employee work functions.  This data is used for performance appraisals and awards programs (Common)
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	System_owner_name: Jay Trainer
	PIA_author_name: John McEvoy/Joseph Stewart
	ISSO_IT_security_POC_name: Kwame Boakye Gyan
	Chief_information_officer_name: Swarnali Haldar
	Chief_information_officer_phone: 301-837-1583
	System_owner_phone: 301-837-3064
	Chief_information_officer_email: swarnali.haldar@nara.gov
	System_owner_email: jay.trainer@nara.gov
	Section_1_executive_summary: Purpose of this System/Application:
 
The Archives and Records Center Information System (ARCIS) is the primary employee facing IT system used by NARA's Federal Records Centers Program (FRCP) and The National Military and Civilian Personnel Records Centers (MPR and CPR, respectively), for purposes of managing:
 
*Physical agency customer holdings
*Agency supplied descriptive data regarding those holdings
*Registry/record index management for military and civilian employee records
*Physical transactions (reference requests, refiles, disposal, etc.)
*Transactional level billing capture (billing is performed via external application)
*Employee productivity
 
In addition, there is a web-based ARCIS Customer Portal (customer facing) that allows authorized agency customers to:
 
*Create new records transfers
*Submit data for retiring inpatient and outpatient military medical records
*Place reference requests  
*Adjudicate disposal notices
*Manage agency user profiles
 
A Privacy Impact Assessment is necessary because the data supplied by our agency customers stored on ARCIS data tables contains Personally Identifiable Information.  However, ARCIS does not collect information about Federal Records Centers employees or Federal agency customer users other than logon information and user actions performed within the system.
	Section_2_purpose_use_IT: One of ARCIS's primary business functions is to serve as the Records Holdings Management system for a series of data sets collectively known as the NPRC Registries used at the National Personnel Records Center (both at the Military Personnel Records facility in St. Louis, MO and the Civilian Personnel Records facility in Valmeyer, IL).  It is also used for a similar dataset known as the BOYERS Registry at the Dayton, Ohio FRC.  These registries are self indexing file/folder level tracking directories which are used to manage military and civilian personnel records and medical records at NPRC as well as Federal employee death records at Dayton FRC.  The registry files utilize a number of different PII data fields in order to identify the subject of records of the physical holdings associated with the registries.  These PII fields can include Name, SSN, Date of Birth, and Date of Death (the number of PII fields varies by registry, see section 3.1).
 
ARCIS is used to create, maintain, and administer the registry systems for the aforementioned record collections.  It also includes modules that allow for the querying of registry information and the generation of Finding Aid Reports (FARS).  The Registry Systems contained in ARCIS are vital to maintaining intellectual control over the military and civilian records held at NPRC and Dayton FRC.  ARCIS also maintains a data bridge with the NPRC's Case Management Reporting System (CMRS) that provides a reference copy of the NPRC registries to that application for use in answering over 1.1 million reference requests for military and civilian records each year.
 
In addition to the registries, ARCIS may also contain PII within General Reference Requests and within attachment files for Record Transfers.  Agencies must provide some uniquely identifiable information about any record requested from the FRCs so that the proper records can be located.  Each Agency identifies their records according to their own indexing schemes. ARCIS and NARA do not dictate, evaluate, or monitor what information Agencies use as folder identifiers, but are aware that the possibility exists of PII being entered into a general reference request or transfer attachment.  While this data is uncommon and is instance based, it is still treated as containing PII.   
	Section_4_2_non_archival_information: N/A
	Section_5_2: The system does not collect information about individuals accessing the system beyond login ID and audits of actions performed within the system.  FRCP, NPRC, and vendor personnel accessing the system will have already been presented with NARA's approved System Use Notification banner which users will have to acknowledge prior to access. 
 
All users are Federal government employees or contractors.  The data that is collected is a required condition in order to be granted access to the application.   
 
Information  collected from veterans or civilian employees which is stored in the system was collected pursuant to the Privacy Act. At the point of collection, individuals are provided with a notice regarding their rights under the Privacy Act. 
	Section_5_3: N/A
	Section_5_1: Data in the system is used to accumulate performance data on FRCP employees and to assist FRCP managers in completing performance ratings on employees. Data collected for this purpose will be kept among the records in NARA 22, Employee Related Files and NARA 35 Case Management and Reporting System (CMRS).
	Section_6_3: ARCIS records are currently unscheduled or are covered by outdated authorities.  As such, the records cannot be destroyed. The ARCIS Project Team is working with the NARA Corporate Records Management staff (CM) to propose a comprehensive, and implementable, records disposition schedule for ARCIS records. Once approved, this PIA will be updated.
	Section_7_2: Data in the system is used to accumulate performance data on FRCP employees and to assist FRCP managers in complete performance ratings on employees. Data collected for this purpose will be kept among the records in NARA 22, Employee Related Files and in NARA 35 Case Management and Reporting System (CMRS). 
 
	Section 7: 
	1: Yes

	Section_6_2: The Siebel COTS software being used to develop ARCIS has extensive security controls built into the core functionality of the system. Furthermore, the ARCIS SSP identifies the implementation of security controls appropriate for the Moderate baseline based on the NIST 800-53 Rev 4. Only authorized system administrators and application administrators will have the authority to perform system monitoring. These individuals will have the appropriate clearances before monitoring authority is granted (cont. on last page).
 
	Section_8:        An initial security assessment was conducted by NARA's independent assessors. A Security Assessment Package was prepared by the independent assessor that included a Security Assessment Report (SAR), SSP, RAR, POA&M, and Certifier's Recommendation. An ongoing ATO was granted for the system by the appropriate authorizing officials on 7/13/2009.  An annual assessment of select security and privacy controls is conducted by NARA's independent assessors. The SAR, RAR, and POA&M are updated accordingly based on the results of the annual assessment. In addition to the annual assessment of security and privacy controls implemented on the system, the NARA IT Security Management Division (IS) and the Operations and Infrastructure Branch (IOO) have installed and monitors NARA's continuous monitoring tools deployed on the system. These tools are used to scan the system for vulnerabilities and configuration compliance and monitor for malicious activity. 
 
A reauthorization of the system is ongoing and will be completed in FY 21. The SAR, RAR and POA&M have been updated. 
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	6: ARCIS User IDs and Passwords for employee and external federal customer users (Common)
	7: 
	8: ARCIS tracks login/usage of system by users (Common)
	9: 
	10: ARCIS contains audit trails for changes made by users to records within system (Common)
	11: ARCIS contains audit trails for changes made by users to records within system (Common)
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	Section_3: 
	2_Other_NARA: CMRS (automated data bridge for ARCIS/NPRC Registries)
CMRS (manual upload of Find Rate and Quality Assurance data from CMRS to ARCIS/CHARTS)
	2_Other_government: USPS Locator files  (Manual Upload of data for CPR Registry)
HUD TransAccess (Automated data bridge for reference requests and creation of assets for specific records tranfers)
USCIS A-Files (Manual Upload of file to create reference requests)
Office of the Special Trustee for American Indians (Automated data bridge for reference requests)
DoD CHCS (Manual Upload of data for MRS Registry)
	2_Other: Data entered/scanned from paper federal records or ingested from legacy federal agency data systems
	2_Other_non_government: N/A

	Section_6_1_ATO_date: 7/13/2009
	ISSO_IT_OFFICES: [ IS]
	PIA_OFFICES: [ AFOP/AFN]
	CIO_officve: [ I]
	System_owner_offices: [ A]
	ISSO_IT_security_POC__bldg_room: A2 2300
	PIA_author_bldg_room: FTTelwk
	Chief_information_officer_bldg_room: A2 4415
	System_owner_bldg_room: A2 3600
	Section_6_1_ATO__expected_completion_date: 
	Section_6_1_system_not_subject_ATO_process_explain: 
	Section_6_1_monitoring_specify: Enterprise antivirus software and endpoint protection deployed to ARCIS (cont. on last page)
	Section_6_1_auditing_procedures: Log Correlation Engine(LCE) has been deployed in ARCIS and audit logs are reviewed on a weekly basis
	Section_6_1_link_applicable_POAAM_documentation: ARCIS will be reauthorized during FY 21. A POA&M is on file with the ISSO.
	Section_6_1_additional training: ARCIS Internal users receive annual IT security and Privacy awareness training.  Cont on last page. 
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	4: Off
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	Section_4_1_information_sharing: 
	individual_users_1: Yes
	_individual_users_0: Yes
	individual_users3: Off

	Section_4_1_information_sharing_whole_office_agency: 
	1: Off
	2: Off
	3: Off
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	Section_4_1_information_sharing_individual_users_2: Yes
	Section_4_1_information_sharing_individual_users_4: Yes
	Section_4_1_information_sharing_direct+log_in_access: 
	0: Yes
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	Section_4_1_information_sharing_explain: 
	0: 
	0: FRCP Employees access data within NPRC Registries, General Reference Module and SF135 attachments
	1: STL Archives and Preservation employees have access to NPRC Registries. Archives access to transfers
	2: External Federal FRCP Customers can access General Reference Requests and SF135 attachments
	3: 
	4: Registry data to CMRS&OPM;Billing data to RCPBS;Transfer data to HMS;Status data to HUD TA


	Section_4_1__list_agencies: External Agency FRCP Customers
	Section_4_1__other_specify: CMRS; Registry to OPM; Billing  to RCPBS; HMS; HUD TA
	Section_3_page7_line4_Other: 
	Additional_comments: Additional comments can be added at the end of this form
	Page_15_additional_comments: Section 6.1 Monitoring, testing, or evaluation has been undertaken to safeguard the information and prevent its misuse. Specify: 
Enterprise antivirus software and endpoint protection deployed to ARCIS components and monitored.  Also, users (both NARA and other Federal agency personnel) must log into ARCIS with unique user id and password. Since personal identifying information of requesters is input into the system, it provides the capability to identify and locate individuals who request access to OMPFs and related records on veterans. The system also includes information about veterans as well. The work processes of NPRC and the employees of other agencies can be monitored within ARCIS. The audit logs are reviewed on a weekly basis.

Section 6.1 Indicate whether there is additional training specific to this system, and if so, please describe:
ARCIS Internal users receive annual IT security and Privacy awareness training.  In addition, ARCIS internal users receive specific training on various ARCIS modules and User Guides are made available for all users.

Section 6.2:
The Siebel COTS software being used to develop ARCIS has extensive security controls built into the core functionality of the system. Furthermore, the ARCIS SSP identifies the implementation of security controls appropriate for the Moderate baseline based on the NIST 800-53 Rev 4. Only authorized system administrators and application administrators will have the authority to perform system monitoring. These individuals will have the appropriate clearances before monitoring authority is granted.
Standard NARA procedures will be used prior to granting anyone access to ARCIS. User access is initiated by the completion of an access request form by the user. That form is reviewed and approved by the user's supervisor and then routed to the ARCIS Help Desk to facilitate a user's access to the system. Annually, all user accounts will be reviewed for accuracy and updated as appropriate. These procedures will be documented in the ARCIS User and Operations Manuals.

Due to the volume of external users that make use of the ARCIS Customer Portal to manage assets and due to the difficulties inherent in trying to maintain and accurate roster of those external users and their access rights, ARCIS is transitioning away from the old policy (see paragraph above), to a policy where each Agency is responsible for creating and managing their own users.

In this new policy each Agency has a Super Administrator, Administrators, and Users.

a. Super Administrators: Each Federal agency that uses the ARCIS Customer Portal must designate at least one ARCIS Super Administrator (SA). Each SA is responsible for determining and managing all of the Customer Portal users for their agency. The SA is also allowed to create special users known as Administrators.

b. Administrators: Administrators are responsible for creating ARCIS Customer Portal Users and assigning rights to those users. In some special cases, as determined by the SA, an Administrator may be able to create other Administrators and give them rights that they possess in their profiles.

Users: Users can only access those Agency's records stored in ARCIS according to the rights granted by their Administrators. Users can only create transactions for the management of the Agency's assets, according to the rights granted by their Administrators
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