
Privacy Impac t Assessment 

Name of Projec t : Inspec tor Genera l Case M a n a g e m e n t & Track ing System 
Projec t ' s Un ique ID : I G C M T S 

Legal Authori ty( ies) : 5 US C App 3 

Purpose of this System/Applicat ion: 
The IG Case Management and Tracking System is used by the Office of Investigations within the 
Office of Inspector General to manage, track, and report on all aspects of complaints and 
investigations reported to and initiated by the Office of Investigations. 

Section 1: Informat ion to be Collected 

1. Describe the information (data elements and fields) available in the system in the 
following categories: 

a. Employees 
There are numerous fields related to 'Individuals' not specifically employees. A type 
field indicates if the individual is a NARA employee or public citizen, etc. These fields 
include first name, last name, address, phone number, email address, organization, grade, 
(if applicable). Additionally, if the individual is the subject ofa complaint or 
investigation, there are other areas of the system that are populated with information 
regarding the individual. These fields include legal action, conviction status, sentence, 
etc. There are a number of fields where the user can enter textual information about the 
case which will include information about the individual associated with the case. 

b. External Users 
There are no external users of the system. 

c. Audit trail information (including employee log-in information) 
Every login/logout from the system, attempted login, or failed login to the system is 
captured in an audit log. Additionally every change made to an existing record in the 
system is captured in the audit log. Information on the user, time of use, and information 
added or deleted is captured. These logs are kept indefinitely. 

d. Other (describe) 

2. Describe/identify which data elements are obtained from files, databases, individuals, or 
any other sources? 

a. NARA operational records 
b. External users 
c. Employees 
d. Other Federal agencies (list agency) 



e. State and local agencies (list agency) 
f. Other third party source 

This system does not accept data from any other system, however it does allow authorized users 
to upload documents of any kind (Word', Excel, PDF, Text, etc.) into the system and associate 
them with a complaint or an investigation. 

Section 2: W h y the Informat ion is Being Collected 

1. Is each data element required for the business purpose of the system? Explain. 
Yes. In order to effectively and accurately conduct an investigation the data elements defined 
in the system are necessary. Not all of the elements will relate to every investigation, but all 
of the elements will at some time relate to a particular investigation. Additionally, the 
elements in the system are required in order to support agency and congressional reporting 
requirements. 

2. Is there another source for the data? Explain how that source is or is not used? 
Paper files are kept for each case in the system. 

Section 3: Intended Use of this Information 

1. Will the system derive new data or create previously unavailable data about an 
individual through aggregation from the information collected, and how will this be 
maintained and filed? 

No, this does not happen in the system. 

2. Will the new data be placed in the individual's record? 
N/A - see answer to question 1. 

3. Can the system make determinations about employees/the public that would not be 
possible without the new data? 

N/A - see answer to question 1. 

4. How will the new data be verified for relevance and accuracy? 
N/A - see answer to question 1. 

5. If the data is being consolidated, what controls are in place to protect the data from 
unauthorized access or use? 

N/A - see answer to question 1. 

6. If processes are being consolidated, are the proper controls remaining in place to protect 
the data and prevent unauthorized access? Explain. 

No processes are being consolidated in the system. 



7. Generally, how will the data be retrieved by the user? 
Data is retrieved via a program interface, which allows the user to query against the database 
for the information that they are looking for. Each user has a unique user ID and password, 
and they are required to change their password every 90 days. Different users have different 
access rights, which restrict their ability to either edit or see specific types of cases. 

8. Is the data retrievable by a personal identifier such as a name, SSN or other unique 
identifier? If yes, explain and list the identifiers that will be used to retrieve information on 
an individual. 

The system has extensive query capabilities, which allow the users to perform data searches 
on any data element in the system. Typically, searches are performed on a name or case 
number. 

9. What kinds of reports can be produced on individuals? What will be the use of these 
reports? Who will have access to them? 

There are no reports in the system that are specific to an individual. Reports are based on 
Cases (Complaints or Investigations) which have individuals tied to them. The only people 
that have access to theses reports are authorized users of the system. The system audit logs 
are not specific reports, but can be printed if desired. These logs track all activity in the 
system including logins and logouts, attempted logins, cases viewed, cases updated and the 
before and after data. The reports are used to provide statutorily required information and 
data to Congress. 

10. Can the use of the system allow NARA to treat the public, employees or other persons 
differently? If yes, explain. 

No 

11. Will this system be used to identify, locate, and monitor individuals? If yes, describe the 
business purpose for the capability and the controls established explain. 

No 

12. What kinds of information are collected as a function of the monitoring of individuals? 
NA 

13. What controls will be used to prevent unauthorized monitoring? 
NA 

14. If the system is web-based, does it use persistent cookies or other tracking devices to 
identify web visitors? 

The system is web based, but does not use persistent cookies or other tracking devises to 
identify web visitors. The system is not available outside of NARA, in fact, the system is not 
available outside of the OlG's physical office space, it is restricted to a specific subnet. 


