Privacy Impact Assessment

Name of Project: NARANET
Project’s Unique ID: NARANET

Legal Authority (ies):

Purpose of this System/Application:

NARANET 1s a general support system (GSS) utilized as NARA's Information
Technology Infrastructure on which agency administrative and mission critical activities
are accomplished electronically. NARANET connects the entire agency internally and
the agency to 1ts public and government customers via the Internet. NARANET fosters
the agency's ability to create, maintain, retrieve, and analyze vital agency resources and
information for sharing essential evidence. NARANET also provides the network
backbone needed to support distributed access to all NARA electronic access systems.
NARANLT provides file, print and e-mail services for the agency.

NARANET provides a transmission medium for NARA's IT systems. It does not in and
of 1tself control other system's PII data. The system does not have any mechanisms which
are designed to recognize, process or extract PII data, and does not have any mechanisms
designed to protect PII data other than the access controls which limit user access to the
data they are authorized to see.

Section 1: Information to be Collected:

1. Describe the information (data elements and fields) available in the system in the
following categories:

Privacy information contained varies greatly depending on the needs of the data owner.
a. Employees
b. External Users
¢. Audit trail information (including employee log-in information)

d. Other (describe)

2. Describe/identify which data elements are obtained from files, databases,
individuals, or any other sources.

Data elements obtained vary greatly depending on individual data owner needs.



NARA operational records
External users

Employees

Other Federal agencies (list agency)
State and local agencies (list agency)
Other third party source
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Section 2: Why the Information is Being Collected:

Personal information is not collected by NARANET. Users of this (GSS) support system
utilize the network file servers to store data that may contain privacy information.
NARANET m 1tself is not an infrastructure designed for the collection or retrieval of
privacy data; it provides the space and connection capabilities to allow users to store and
share data. Individual data owners use NARANET in support of their business processes.

1. Is each data element required for the business purpose of the system? Explain.

Each personal data element contained on NARANET are for the business purpose of the
individual data owner, not NARANET (see items 1 and 2, above).

2. Is there another source for the data? Explain how that source is or is not used?

Intormation is shared based on the business need of the individual data owner.

Section 3: Intended Use of this Information:

1. Will the system derive new data or create previously unavailable data about an
individual through aggregation from the information collected, and how will this be
maintained and filed?

This question 1s applicable to each individual data owner. The system does not have any
mechanisms designed to recognize, process or extract PII data.

2. Will the new data be placed in the individual’s record?
This question is applicable to individual data owner business needs.

3. Can the system make determinations about employees/the public that would not
be possible without the new data?

N:A

4. How will the new data be verified for relevance and accuracy?



This question 1s applicable to mdividual data owner business needs.

S. If the data is being consolidated, what controls are in place to protect the data
from unauthorized access or use?

This question 1s applicable to individual data owner business needs.

6. If processes are being consolidated, are the proper controls remaining in place to
protect the data and prevent unauthorized access? Explain.

This question 1> applicable to individual data owner business needs

7 Generally, how will the data be retrieved by the user?

This question 1s applicable to individual data owner business needs.

8. Is the data retrievable by a personal identifier such as a name, SSN or other
unique identifier? If yes, explain and list the identifiers that will be used to retrieve
information on an individual.

This question 1s applicable to individual data owner business needs.

9. What kinds of reports can be produced on individuals? What will be the use of
these reports? Who will have access to them?

This gquestion is applicable to individual data owner business needs.

10. Can the use of the system allow NARA to treat the public, employees or other
persons differently? If yes, explain.

This question 1s applicable to individual data owner business needs.

11. Will this system be used to identify, locate, and monitor individuals? If yes,
describe the business purpose for the capability and the controls established explain.

This question 1s applicable to individual data owner business needs.

12. What kinds of information are collected as a function of the monitoring of
individuals?

This question 1s applicable to individual data owner business needs.
13. What controls will be used to prevent unauthorized monitoring?

This question 1s applicable to individual data owner business needs






