
Privacy Impact Assessment 

Name of Project: Foundation for the National Archives (FNA) 
Donor/Gift Records Management System 

Project's Unique ID: NDEV ( Blackbaud: Raiser's Edge) 

Legal Authority(ies): 44 USC 2112(g)(1); 2305 

Purpose of this System/Applicat ion: The FNA Donor/Gift Records Management 
System (NDEV) provides an application for tracking Donor Records. The information in 
the system facilitates the gift solicitation authority of the Archivist of the United States on 
behalf of the National Archives and Records Administration, as well as fund-raising 
activities performed by the Foundation. 

The NDEV system is located on the NARA server. It physically resides on personal 
computers in the FNA where FNA staff exclusively oversee, operate, and secure its use 
for the purposes of fundraising on behalf of NARA. 

All references below regarding employee use of NDEV refers to FNA employees. 

Section 1: Information to be Collected 

1. Describe the information (data elements and fields) available in the system in the 
following categories: 

a. Employees: Unique User ID and password 
b. External Users: N/A 
c. Audit trail information (including employee log-in information) - Audit trails 

track information conceming System administrator and user activities on the system. 
Audit tools create, maintain, and protect a trail of actions of users and administrators that 
trace security-relevant events to an individual, ensuring accountability 

d. Other (describe) - Biographical and demographic information for individuals and 
organizations; background information, interests, affiliations and giving history for 
donations. The system also includes information on gifts and pledges and miscellaneous 
information about each gift. 

2. Describe/identify which data elements are obtained from files, databases, 
individuals, or any other sources? 

a. NARA operational records - Exports fi-om the Researcher Registrafion System 
(RRS) for those NARA researchers who agree to receive mailings firom the Foundation 
for the National Archives. 

b. External users - N/A 
c. Employees - Create donor profiles, which include names, mailing address. 



telephone numbers and financial data (amount of donation and method of remittance). 
d. Other Federal agencies (list agency) - N/A 
e. State and local agencies (list agency) - N/A 
f. Other third party source - N/A 

Section 2: Why the Information is Being Collected 

1. Is each data element required for the business purpose of the system? Explain. 

User ID'S and passwords are needed to ensure the security of the system and integrity of 
the data it contains. Personal information is necessary to solicit and track information 
conceming donors and prospective donors. 

2. Is there another source for the data? Explain how that source is or is not used? 

No. 

Section 3: Intended Use of this Information 

1. Will the system derive new data or create previously unavailable data about an 
individual through aggregation from the information collected, and how will this be 
maintained and filed? 

No. 

2. Will the new data be placed in the individual's record? 

Data will be added to the individual's record when they make subsequent donations and 
attend events. 

3. Can the system make determinations about employees/the public that would not 
be possible without the new data? 

N/A 

4. How will the new data be verified for relevance and accuracy? 

New data will be verified at the time of collection. 

5. If the data is being consolidated, what controls are in place to protect the data 
from unauthorized access or use? 

Access to the system is controlled by the client software, which must be installed on 
individual workstations. Each user account is password protected with passwords that 
comply with the NARA's password policy. 



6. If processes are being consolidated, are the proper controls remaining in place to 
protect the data and prevent unauthorized access? Explain. 

N/A 

7. Generally, how will the data be retrieved by the user? 

Only intemal access is authorized in NDEV. However, the system allows authorized 
employees to retrieve information by the name of the donor or prospective donor. 

8. Is the data retrievable by a personal identifier such as a name, SSN or other 
unique identifier? If yes, explain and list the identifiers that will be used to retrieve 
information on an individual. 

Yes, the data in NDEV can be retrieved by name. There is no collection of social 
security numbers in NDEV. 

9. What kinds of reports can be produced on individuals? What will be the use of 
these reports? Who will have access to them? 

Reports can be produced on individual donors. Such reports include the history of 
donations and/or gifts and information conceming pledges. This information will be used 
to process acknowledgement packages, and solicit additional and/or annual gifts. There 
are three types of users of NDEV. Executive users can only view donor records. The 
development team can create records, add additional information to a donor record and 
enter gifts. The system administrator has all access privileges, including creating and 
deleting records. 

10. Can the use of the system allow NARA to treat the public, employees or other 
persons differently? If yes, explain. 

No. 

11. Will this system be used to identify, locate, and monitor individuals? If yes, 
describe the business purpose for the capability and the controls established explain. 

N/A. NDEV is used to track FNA's and NARA's donation records, not individuals. 

12. What kinds of information are collected as a function of the monitoring of 
individuals? 
N/A 

13. What controls will be used to prevent unauthorized monitoring? 

The integrity of the data in NDEV is important to ensure fundraising management. The 


