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APPENDIX B:
Guidelines for SF 311 Data Collection

What to Count

The SF 311 asks for the number of “classifi cation decisions contained in fi nished products for dissemination or 
retention, regardless of the media. Do not count reproductions or copies.” “Regardless of the media” includes 
fi nished products that are not necessarily on paper, such as, but not limited to, the following:

• offi cial correspondence circulated by e-mail 

• reports and/or intelligence products circulated or posted electronically

• books

• maps

• photographs

• presentations including slides and transparencies

• inputs and outputs from database records that are considered to be fi nished products 

The Information Security Oversight Offi ce realizes that most classifi ed e-mail messages are not fi nished products. 
For example, routine analyst-to-analyst exchanges of information and analytic interpretation on a classifi ed topic 
would not be considered a fi nished product. However, if these same exchanges are required by law and regulation 
to be retained for record purposes, that would be considered a fi nished product.

What Not to Count

Again, do not count anything that you do not consider to be a “fi nished product for dissemination or retention.” 
This means that most of your e-mail messages probably do not need to be counted. If you have an e-mail message 
that fi ts the defi nition of “fi nished product for dissemination or retention,” you count it as one document without 
counting how many addresses it went to, or how many times it appears in e-mail threads. This is consistent with 
the directions on the SF 311 form, where it says “Do not count reproductions or copies.” If there is a classifi ed 
e-mail with classifi ed attachments, generally both would be counted. If the e-mail is merely a transmittal vehicle 
for a classifi ed attachment and contains no classifi ed information itself, the e-mail would not be counted, but the 
attachment would. This presumes that the sender is also the originator/author of the classifi ed attachment. 
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Counting Original Classifi cation Decisions 

When possible, use an actual count for determining the number of original decisions. If an actual count is not 
possible, then the same sampling guidelines discussed below may also be used to estimate original classifi cation 
decisions. 

Counting Derivative Classifi cation Decisions

For many large agencies and organizations it is not possible to conduct actual counts of derivative classifi cation 
decisions. In such cases a sampling method should be used. 

Steps for Sampling

1. Defi ne the Total Population

The fi rst step in this process is to determine which level of your organization should be sampled. For example, 
for some organizations it might be best to sample from the total population of department heads; for another it 
might be the total population of original classifi cation authorities (OCAs). Please indicate which level of the 
organization is sampled in Part I of the SF 311.

2. Collect Samples

The most common practice for collecting samples is to ask each respondent to provide numbers for a two-week 
period during each quarter of the fi scal year. Respondents should include all types of media (e.g., word processing 
documents, presentations, or e-mails) – see “What to Count” above. Again, when counting e-mail, if there is both 
a classifi ed e-mail and any classifi ed attachments, both could be counted. If the e-mail is merely a transmittal 
vehicle for a classifi ed attachment and contains no classifi ed information itself, the e-mail should not be counted, 
but the attachment should. A sample tally sheet to collect data is provided with this enclosure. Action offi cers/
respondents may wish to use this sheet as a means of recording data about classifi cation actions they make in a 
particular sampling period. 

The samples will provide data for a total of eight weeks of activity distributed across the fi scal year. Various 
multipliers can then be applied to the data to reach an estimate for the entire 52-week year. One way to do 
this would be to apply a multiplier of 6.5 to each response to achieve a 52-week total for each respondent. 
Another way would be to average out all the two-week responses into one typical two-week period for the entire 
organization and then multiply this by 26 to reach the 52-week total. Please explain the methodology you employ 
in Part I of the SF 311. (See example on next page.)
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Example

Method 1

Command A has four organizations, and the security manager has tasked each one to request that their action 
offi cers track the number of derivative classifi cation decisions each makes during a two-week period in November, 
two weeks in February, two weeks in May, and two weeks in August. Once the security manager obtains a total 
sample by adding the results of the four quarterly samples, each Sample Total is then multiplied by 6.5, which 
yields a Total Estimate for the fi scal year. These fi gures can then be entered in Blocks 19, 20, 21, and 22 on 
the SF 311. 

November February May August
Sample 
Totals Multiplier Total Estimate on SF 311

TS TS TS TS TS
1 5 0 21 27 X 6.5= 175.5 Block 19

S S S S S
70 250 60 80 460 X 6.5 = 2990 Block 20

C C C C C
25 25 100 40 190 X 6.5 = 1235 Block 21

4400.5 Block 22

Total Derivative

Method 2
Another way to perform the calculations is to average out the four two-week samples and apply a multiplier of 26 
instead of 6.5.

November February May August
Sample 
Totals Multiplier Total Estimate on SF 311

TS TS TS TS TS
1 5 0 21 6.75 X 26 = 175.5 Block 19

S S S S S
70 250 60 80 115 X 26 = 2990 Block 20

C C C C C
25 25 100 40 47.5 X 26 = 1235 Block 21

4400.5 Block 22

Total Derivative




